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O [J)I—TEIT2I—HHHEHEIEET H] OHE. InterSafe THRHEHM T LT L—TMN[TIL—TF1EHY ., HmHFE

#IZEw kL= AD D1—HFH InterSafe D[F ho > FlELTERRENAET,

@ InterSafe DIRBEA—RBTICFIEL T, ™2 Y IL—TORM IR TELEN 212 —H P, RER—RETIZFHET 5 AD

15 DESNZ TRERTHI D F—BIZRTENETHID ME, TEETETHEWVWT AT b TEEL, r/-h

a—HI(&. InterSafe ® TLDAP] HIL—TDT7HHo > b LTRREINET,

LIZHEAZELTULT InterSafe EICEFINTWWEWTAD U R ZRLTEYET,
COEETORT NV FEFRIBATREOY FHA.

TN—TEBEDTH I FERELRZL,

S THADURIA=LT FLREHRE LTz,

cOU (HLLEEFVTAINL—T) OBEDI—FIZRYBD T 4 ILE ) VT IL—ILEBRLEZL,
HEDEANHIHEIT. BRETOTILESILY,
8. LDAP VL —THEARS [1—Y D DN &I —THEERET 5] OBE, AD BIOFIRIZK Y., AD D
1000 L EDa1—F L ERTEFEA, 1000 L LD1—H & EET 354K, _[3-5-6.AD ® 1000 LLED1—H%

QnterSafe DEEFITHAYT SBE) £BEICHEETEToTIESL, /
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3-5.;x8EI1H

AD L DEEITHE T AD DIFRICEEAH>7=5E. UTOES3HRITEEL T LI,

B ADI[STA—Y0EM®EBR, F/EHD0U X YT IN—TIC1—FEBEHLIES
1) AD H—/3\m 5 InterSafe [T —H & L TLV\55E
AD D1ERIZEHE T InterSafe ICBFINTVBI—FEFE TR IL—T~BT. HIBRT I2LENHY FT.
2) AD H—/3m 5 InterSafe [C1—H % &8 L TLEWNES
HICHEREIRELER A

B ADISTOU®EFaYF 1 IN—THBESh-EE
(1—FODNI LT L—TEBEREET 2] OBE
[LDAP H—/ &R ]EE (K 3. 7) FICHD. [MEEBFREFO[EHRIRIEI Y VI LET,
(F—TEIla—FHatEh2iEES 5] OBa
BEF O InterSafe DV IIL—TOHMBEFHZEFET S, £ L <&, InterSafe IZVIL—T#FHRER LMEEH T
LFET.

@ BERIN Y IL—F(F InterSafe IZFE 5=, FETHIBRIT 2BENHY FT,

H ADI[CTOU®tEXaUT4aJI—THEKREShi-18E
InterSafe 1% AD [CADLE TEHTYIL—TZEIRT IVENHYET,

3-5-2.F AL UARBMDY SAT 2V M DRE

FYRIT—=VRIZEAL TSN SA T2 CHEFEELEZEE. RASURTBMDI AT AT LB )T IL—IL
FEASESE012F, IP7 FLRABEOREHFAI—YEMALET,

B RBRI—VEFRTHEE
LDAP B (NTLM BBSEZ EL)IE. AD ICEBREINTWATAV Y FUSEEDLETHY Y FELTRDN, REHFL—Y
ELTH/RS CENTEFET, Ffz. REFIL—VRAICTALFVUTIL—ILEBRT S EHARETT,
KEFI—YOREFEEE 2 #5EIC InterSafe DEBEE & Y [FRRE]Y T > [REFIL—YHEI OFzvI%E
LTS,

B IP7 FLRBEZFAT HHE
IP7 FLREBBREFX 7 ho v FREEK Y RIZITON LD, FAMVIZREMTH>THFOHERLTEWZIP7FLAT
BEESh, Z4ILRAYVTIL—ILEBERTHIENARETT,
IP7 RLRAMEBEMAZEIE. B 16 85| InterSafe DEBE@E &L Y [V IL—TF/2—FEE]> JIL—TEER >[IP7 FL
R]>[EMIOIEIZY Yy L, [IP7 FLRAERIEELY FASUTSMI AT rOIP 7 FLREZHFE LTS
(AN
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X 16
7~7/3~y%m | 517 78%
hd

[ —Ta- @R || —Eeden || prELa-E |

)W —F /13— FER

~LT

FADLESE
B —tF -
« [] ADMIN FIN—7 | groupl

+ O croup P7 L2 (B | [192.188.0.15 |
= O 1ipap

o [ groupt P7FL2ET) ||

|Xﬁ—?HJ®$ﬁ}ﬁH$ET£

IFFFELZA Fhout
l | |

IPPELAIZERSNTOER A

3-5-3.InterSafe T [NTLM 2] #FAI H&EE

NTLM EBEEBFIZ. LDAP EHEDT-DREFMH T, 7Hho Y % TsAMAccountName] [ZEEEL T2 LY,
BRREHETTHAIUE Tan) ITRELTVWSES, ELLKTAD Y MABRRENEEA,

BREEIC& > TIE NTLM RBEINEEICENME LA LMES. InterSafe DUTRE T 7 M LEHRELTT I,
/<InterSafe 4 > X k—JL 7 #+ JL & >/conf/proxy.inf
[LDAP]
ENABLE_NTLM_KEEPALIVE=FALSE (2@ 1{T#EBELTTFELY)

* B0 (L InterSafe DY —EXZ L THEB L TT LY,

AD A—HDTONRTAIZT, [FBTBIN—TI2TOEF 2T TL—TE[TFA4YTIL—TDERENIEKET D&,
CHFLYTAIN—TOI—FHHEEHETHS ImemberOf] BHEDENEIBRESATLES 6. AD IO LZI—HIL
InterSafe £ Cl& LDAP J)L—TDa1—H& LTEBINFET,

3-5-5.InterSafe CHEATERZW\a<T U R

LDAP ;&#rh, InterSafe Da <> FCHEATELWLITY FIZUTO®EY TT,
amsuser -add

amsuser -del

Copyright 2003 Alps System Integration Co., Ltd. All rights reserved.
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3-5-6.AD ) 1000 Ll E ) 1—4%—% InterSafe ORI THAT 28BS

ISWF [Z T Active Directory (AD) E# %475 B, AD[Z 1000 Ll LD I—FAFEET HIHEICIE. UTO LS GRENFELE
THENBYES,

QT L—THEARE T2—FODNASTIL—TREERET 51 (L. EEFREFHZ LK. 1000 4HLUEOIL—F D
/8 OU AN ISWF I V' IL—TF & L TR S gLy,

QEEEED[Y—/\EE]-[RBILXE]-[LDAP —/\FEH~] (%) OREHFI—HFIZ, 1000 B O1—HF LAKRREINTITE
EATELL, XVer70 £TIE, [P AT LEE]-[FRIHE]-[LDAP RFAFEAN]ITT .

ZRENDORETIE, ISWFMSAD IZH LY T —DRITEShETA, COREAD fIOFHRE (MaxPageSize) IT&Y VT —
DEAID 1000 HDHH ISWF TR S8, LEROMENIRELET,
choDEBEZERY HHEF. TED2I28HYFET.

H %0 1: InterSafe ® OVER_MAXPAGESIZE=TRUE #&%%Ed %, (Ver5.0 L)
InterSafe DUTDHEET 7 A ILERELTT LY,
/<InterSafe 4 > X ~—JL 7 7 /L 5> /cont/proxy.inf
[LDAP]
OVER_MAXPAGESIZE=TRUE (Z® 1{7%BELTTLY)
* BEL&(L InterSafe DETHH—EREZBEEHLTTF LY,
* OVER_MAXPAGESIZE=TRUE Mi5#& . LDAP RI#iRkEEEILIERTICHE Y ET,

® ZEICKYLTOEZENHYZFETS,
- EEEREHET LR, Y OFEICEADLTREN—RABETETOOU ZJIL—TELTERLET,
(FALSE Di5&1F, BEA—RBTFTOOUDH, 1—FHHMEL TS O0UEHEIIL—TELTHERLET,)
s [V R T LEE][FREEHRE]-[LDAP RIEIREANIDEEMNIFRT (U 00 MER) TRYET,
(Ver8.0 Build0820 I=T. IE7, IE9 THRTRICHEOBNERISERSNTEY FT,
COEREFRAN—CaVTOBEEZFELTEY ET.)

hoDFEZESABWNERIE. T02 Z THREFCEEL,
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H %0 2: AD H—/3( MaxPagesize & ¥ 3,

1) ADH—NIZT, 1774V EZHRELTET] LYTRIATUFEETLET,
NTDSUTIL

2) ROV FETER. D0V FONBELELEZL, TEE32ODAT U FEIBRAALTLESLY,
C: ¥WINNT¥system32¥ntdsutil. exe: LDAP policies

Idap policy: Connections
server connections: Gonnect to Server RX +%

3) Qutavy FEAAL#%. Show Values A<y FTIHEDEZHERLTLESL,

[MaxPageSize| N—EICERBTEZSHIETT,

server connections: quit
Idap policy: show values

MaxActiveQueries 20

MaxPageSize 1000

MaxQueryDuration 120
_______________ B

4) Set Maxpagesize to 1< > K G, MaxPageSize DIEZZEE L. EELI-EERMEEEFET, (5l 8000)
Idap policy: Set Maxpagesize to 8000
Idap policy: Commit Changes

5 EAEBINNESIERELET .
Idap policy: show values

.............. .73
MaxActiveQueries 20
MaxPageSize 8000
MaxQueryDuration 120
_______________ B&
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3-5-7.#88D AD H—/\E BT 355

InterSafe (2(& AD H—/\DEHEFEHNABETT A TREEFCSVERA EROAD Y —NEHHELTH. BT EHEIE (£
MHT) ICEAVWEDLEZITVET, BLEHLEED AD Y—/DOREICK > TIE, BEAFEET IHENTIVET,

E 17 NTLM 3B3E T, THOSTOL) &5 NetBIOS KA A LM AD #—/3% 2 B BHE L TLHE

1 9-@7 | 750-¥RT | BAST | OTRE | 07 @ERT | - MRT | BURT | I HEART |

-
pERE~ | AT | | (osemmREs |
LDAPY — /it 6 x|
R v - cenor . Bar-ien
1 BEOMLEDER

L e :
o R e B N R ]
]

CF oA r 19216802

HBER T an

W BT
o 7 Zul” dul e

WA _!_l_J

H BAWAHEED AD Y —/3R8F 5 Y L TLV=5A D InterSafe DEi{E

sNF—=2A
R EHhEED AD H—/\ (0S) BRIZIEE L TH Y. R— 1(389,445)AH% LISTEN L TUL VA LVIKEE,

—BIEE(CEREK S HBT L. 2 BB LBRO AD J—/INERZTVET,

-\3—2B
BLEhHEED AD H—/\ (0S) BIRIFIEBIL TE Y. 7K— +(389,445)A LISTEN L TULVEAHY, [EEMELVREE, £ L <

3R OFF MIKEE,
—0S BID%EE) (TCP HELE) OEIZLY. HMEIHLEhEEREFHRShEEA, —ERERHRER. 2FBU

D AD H—/NERETVET . KR EHE T SBREIL OS ITKRELET.

@ NI—2BODRELLG-GEEIF. UTOAETEBZT TSI,
1. InterSafe DEBERE D[P R T LEE]> [FREERE] > [LDAP H—/\{E#HR]CTHH > L= AD H—/\ZHIRT 5,

= =

2.InterSafe D&Y —EXDBREHZFITI
3.AD H—/\NEIB L =&, InterSafe D EEEED[L A T LEE]>[FRIFRE]>[LDAP H—/\1ER]IZT AD H—/\ZFE

59 %,
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4. 557 R BRI E [+ HEFRH

C CTlE. HRAIIREICH TS InterSafe & AD & DEEFE®L. ADEEDEERICOVTHALET,

4-1.BlueCoat #FL\/=NTLM E#E

Z C Tl&. BlueCoat SGOS & InterSafe for ICAP ZFLV\T. AD &&# L Single Sign On 2FEIB 3 2 AKICDWWTHEALE T,
BHE. UTOEEEFEELTWSIENHRELYET,

InterSafe [CBWVWT[L AT LEE] > [FRHREINDHREATTLTWSZ &

AD H 5 InterSafe [T IL—TDBMYRAAMNET LTSI &

InterSafe ICEVT I A LB UV TIL—ILOFREMNTET LTSI &

InterSafe EEEI =27 I/)LDftEx [C.ICAP ¥ 547> b TOHONTLM B OFREMNTETLTVWS I &

BlueCoat [Z& LT [Network] dE%%E. &RV, [Authentication] > [Console Access] DEREMNTETLTWND I L

A

@ LT, 4-1-3FTORARKXICAP Y5472 MZDOWTOHFHBAIZHEYFET,

@ RETHHEMAL TL 3 BlueCoat @ OS [F SGOS5.4.6.1 T, SGOS5.4.6.1 LYHIDN—C 3 V& THADEE. BEAE
—BESIHEENTEVETA. FHOITEILLEL,

@ ICAP Y 547> bDEREICDNTIIEMEERIET H5LDTEHYER A, ICAP I 547 FOFMICDEEL TIXICAP
V95470 bOYR— rBOFTHERNEDE (S,

4-1-1.ICAP H—/\DERE

ICAP H—/\DHBFEIZDULVTIL. InterSafe EEET =2 T7ILDIICAP 54 T7 Y FDOBREIZSRBLEBEEITo>TLESL,
BH. BIMEHRZE ICAP —/NIZERk T 5718, ICAP Y—ERREF A TOJERCH TP a VEBRENHREEToTLIES
LY,

&6
HR#% REE /| REAR
Server URL icap://<InterSafe 4 —/\M IP 7 K L A >:<ICAP 7FR— k>/
ICAP R— R T 74 )L MBE(1344)DIHEEIEATRET T o
Method supported Orequest modification #ERLET,
Send OAuthenticated user, CAuthenticated groups ICF v 2 Z#ANFET,

SRRERE
1) BlueCoat DEEE@E &Y [Authentication] > [IWA] ZZEIRL[New] K2 >%H v I LET,

2)  TRealm name] lPrimary server host] MIEE#AAL. [OKIRZ2>ZHUvY LET,

18
Add IWA Realm X
Realm name: NTLM

Realm Configuration

Primary server host: | 192 168+ Port: 16101

‘Other reaim configuration parameters have been set to default values.
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3)

=7
EEH4A S
Realm name EEDOLH

Primary server host

AD A VR F—ILENTWEY—/\DIPT7 FL X

[Applyl/R2 v &9 1) v o LT, REERBESEET,

X 19

Configuration Maintenance Statistics Health: i<

@ General
@ Network
@ ADN
@ Services
@ SG Client
@ SSL
@ Proxy Settings
@ Bandwidth Mymt.
@ Content Filtering
@ Authentication
Console Access
Realms
LU
Windows 350
LOAP
Movell 350
RADIUS
Local
Cerificate
CA eTrust SiteMinder
CQracle COREId
Hhil
Folicy Substitution
Sequences

FY

— DA Realms ] Tid Servers ] Iy General ]
r D' Realms
MHames
MHTLM
| P ] [ Delete
’ Preview H Apply ][ Revert ” Help ]
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4-1-3.Policy D& E

BlueCoat @ [Visual Policy Manager] (L. VPM &BELEF) ZFIA L T Policy DEREFITVET,
1) BlueCoat D EEEEL Y. [Policy] > [Visual Policy Manager] #3#iRL. [Launch]RZ > %451 v LET,

20
Configuration Maintenance Statistics Health: Qi<
@ General Visual Policy Manager ]
@ Network “Wizual Policy Manager
@ ADN
@ Services
@ SG Client
@ SSL

@ Proxy Settings
@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication
@ External Services |
@ Forwarding
@ Health Checks
@ Access Logging
@ Policy

Palicy Options

Falicy Files

* Yizual Paolicy Manager
Exceptions

Pressigm H Apply H Rewert H Help

2) VPMORFEEEMSEBLET,
21

I3 Blue Coat Visual Policy Manager (1B EBENT 888 - Blue Coat SG510 Series) |'__||E|E|
File Edit Policy Configuration View Help
%) Add Rule =5 Delete Rule 4 Move Up + Move Down ER jnstall Policy

lISeﬁi'q;sreh‘ievedfrcmSGﬁppiﬂm——-—

B [Web Access Layer] D&%
C C Tl BlueCoat TWeb 7V 2R T HBDIL—ILERELET,
1) VPM®MOA=—a—&Y [Policy] > [Add Web Access Layer] #&RLET,

2) [Add New Layer] T lLayer Namel ZAADL[TEIR2 > EI UV I LET,
22

Add New Layer

Layer Name:
e Access Layer (1) |

| 7% || mm. |
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3) {Em &Mt Layer @ lSource] MIEIZTHYZ Y v L, Set] Z:&RLET,
4)  [Set Source Object] M[New] K2 %5 1) vy LRREIND—EDH M5 Object Z:EIRLFET .
O, BEAOMENMELDI—FTHNIE, TUser] £FBIRL. YIL—THRKTHNIL TGroups &EIRLET,
C ZTClE. TGroup) ##IRLTEHEBALET,
B 23
~Existing Source Objects

Show: | Al (sort by object-name) v|

¥ Authenticated User

Bl Ciient Hostname Unavailable
ﬁ Guest User

"% 1M User Agent Unsupported
= Streaming Client

Client IP Address/Subnet...
Client Hostname...
Proxy IP Address/Port...

5)  [Add Group Object] [ZTHIL—TFDREETVET,
24

3 Add Group Object

X

- | |
Authentication Realm: | NTLM (IWA) v
Domain Name (Optional): | |
Full Name: | |

In the domain name field, selecta DN from the pick list. You can also edit a DN from the list or

type a DN in the field. In the group field, replace the default entry with a name for the group
(such as, sales).

Realm information retrieved successfully.

OK H Cancel Help

Copyright 2003 Alps System Integration Co., Ltd. All rights reserved.
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=8
=k RENE
Group Directory &8 SN TL T, BlueCoat [CTERIADHE ELEWVWTIL—TELEA
ALFES, X1
Authentication Realm P.22 T4-1-2.FBREERE1 [CTERE L= Realm Z:#IRLFY,
Domain Name (Optional) RASBZAALET, X1

@ X1 ChoDIEHIK[Browse..J/R2 &V v F5LT, BENSRBRANTSHIEZTEFET,
@ ARELDTIN—THEREET BBEITE. VPM DAL 204 Y FoDESIZHBH[AdRUE]RE V&I ) v o T B L.
HIBIIN—TEERTHENARETT,
6) TIL—TEHRTEHR. [OKIRE22EHS 9o LET,
7)  [Set Source Object] M—EIZ%FE1EM L 1= Group Object MEMENET DT, BIRLTOKIAKRZ v EH ) vo LE

ERS
25

—Existing Source Objects

Show: | All(sort by object-name) v/

& authenticated User

Bl Ciient Hostname Unavailable
ﬁ Guest User

"% IM User Agent Unsupported

TEE NTLM

= Streaming Client

8) I lAction] MIEIZTHSZ Jws L. Set] @RLET,
26

3 Blue Coat Visual Policy Manager (1J 1 LI [1 1} - Blue Coat SG510 Series) [ |[B[X]
Fle Edi Poicy Confguraion View Help

% Add Rule =5 Delete Rule 4 Move Up + Move Down EB: install Policy
Web Access Layer (1) |
No.  Source Destination Bervice Time Action Track ‘Comment
168 NTLMs [Any Any \any T vone |
Allow
Deny
Deny (Content Fiter)
Delete

|/settings retrieved from SG Appliance i Fx i &

9)  [Set Action Object] @ [ShowJ] T 'Set ICAP Request Service Objects] %3&iR L £9 ., —&E D (= [TCAPRequestService |
MEEVEE. [New]R2 V&2V vy LRERSNB—BEDOFHN S Set ICAP Request Service...1 Z3E3IR L#i L L) Object
R LET, 9 TICT—EIZ TICAPRequestService] ' 535 & (L. TTCAPRequestService| #EiR&[Edit]R2 > &9
Uy LES,
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5 27

I3 Set Action Object g|
—Existing Action Objects

B Ul Set ICAP Request Service Objects b

10) ICAPH—/\DEHEEZETLY., [OK] RE2VEI UV I LET,
X 28

3 Add ICAP Request Service Object

x)

Name: |ICAPRequestService1 |

{E} Use ICAP request service

rSecure ICAP Mode

uUse secure reques
() If available ICAP connections for encrypted ts
{}Msmesm:emmrrmﬁum

{}Msmepﬁlwm

Available services: Selected failover sequence:
intersafe

rError handling
If the ICAP service is not available:
{*) Deny the client request (recommended)

OGﬂTﬁmﬁﬂMﬁﬂHWmtmsm

{:} Do not use any ICAP request service

|1 ICAP request services configured on SG |

o ] [ oo o
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£9
=k RENR
Name ICAP Request Service Object DARIEAALET,
Use ICAP request service | P.22 TICAP 4-—/\DERE | THER L1z ICAP H—N\EZIR L. [Add>>]1 K22 &V 1y
JLET,
Error handling ICAP Request ST S —IZH - =IGEDY VT A FOMEBEAKXEEIRLET,

ODeny the client request (recommended)
V347 MIIS—EEEZERRL, 1 V8 —3y bAFERTEEEA,
OContinue without further ICAP request processing
ICAPH—NIZYJ IR FEREELENT, TOFEFM 23—y bAERLET.
(InterSafe ®IRRFIEITHNEE A, )

11)  [Set Adtion Object] M—EIZ%F24Em L 7= ICAP Request Service WEBMENET DT, BIRLT[OKREZ v ES U

I LFET,
29

&3 Set Action Object [’5—<|
r Existing Action Objects

Show: | Set ICAP Request Service Objects v|

i iIcAPRequestservice1

B ZRREERE
Z Z Tl EBEEO Policy #RELFET .
1) VPM®DA=—a—&Y [Policy] > [Add Web Authentication Layer] Z#IRLET,

2) [Add New Layer] T lLayer Namel ZAAL[TEIR2 > EI Uy I LET,
30

Add New Layer

Layer Name:
Web Authentication Layer (1) |

ECEIETTE
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3) {Em&tt- Layer @ TAction) MIEIZTHESY Jwo L, ISet] #FIRLET,

X 31
&3 Blue Coat Visual Policy Manager (1MEMANFE 100 — Blue Coat SG510 Series) |:||E|r2|
File Edit Peiicy Configuration Miew Help
‘ i Add Rule “ =i Delete Rule || 4 Move Up H + Move Down H B3 instal Poicy ‘
Web Access Layer (1) Web Authenfication Layer (1) |
No. | Source Destination Action Track Comment
1[any Ay E_ﬁ% |
Copy
|/settings retrieved from SG Appliance & & [« s Paste

4)  [Set Action Object] @ [Show] T lAuthenticate Objects] Z:&IRLFF, —EDHIZ Authenticate] N LGE.
[NewlRZ %45 1) v LEREIND—EDHM S [Authenticate] %5&4R L#H L LY Object Z4ERLET,
9 TIZ—EIZ TAuthenticate] A% %154 1L, TAuthenticate] ZRIRE[Edit] R4 &5 v o LET,
32

I3 Set Action Object E|
~Existing Action Objects

Show: | Authenticate Objects v|
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5)  Authenticate Object MEZE F 7LV, [OKIR2 &0 U v LET,

& 33

L3 Add Authenticate Object X
Name: |.|u1ﬂ|a|ht:a' te1 |
Reaim: hrovows 9
Mode: | Auto v

Authentication Form:
New PIN Form:

Query Form:

|R:aﬂn information retrieved successfully. |

Lok J[ coma | [ b |
% 10
BEH4& BRENS
Name Authenticate Object &R #AALET,
Realm P22 TEREIERE] THER LI NTIMBREEZBIRLET,

6)  [Set Adtion Object] M —E (245 L 1= Authenticate Object N EMENFET DT, BIRL T[OK|REZ v EH U v

LEY.
34

~Existing Action Objects
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7) VPMITLBHREMNETRET LIz, 71 Y FIEFALCBENIBT V1 v FODAELEDHITH B[Install Policy] R4 > %
DUvo L, RENBERMESETIESLY,

1|any Any T — None |

||settings retrieved from SG Appiiance 10.15.31.166

|

-1-4.BCAAA DA VR k=)L
BCAAA & (£ Blue Coat Authentication and Authorization Agent] D& T3, NTLM 2 ZEIT T 5728 IZ1& AD H—/3(Z BCAAA

FAVRM—ILT HRENHY FT, BCAAA (I BlueCoat #t & YR EHTILVET,

4-1-5.Client D&

Client D% F (GBAD®R (L. Internet Explorer) &, A =a—nN—&k Y 48—k bF T3] > TR > TLAN
DEREL)] 29Uy I LET, [TOXxY 4—nN—] OBRRNIZHS TAN ([2TF0XFY Y—N—%2FHT ] OFzv IR
YYPRIZFz I EAN T7 ELR(E):] 2, BlueCoat ®IP 7 KL R %, [7R— k(T):1 I, BlueCoat THE L TLVS HTTP
DEAFR—FEZADLTLLESL,
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4-2.NetCacheZ AU \/=NTLME}

C CZTl&. NetCache & InterSafe for ICAP #F LT, AD L:EHE L Single Sign On #XRI|F 5 AKRICOVWTHBALET, 6.
BE. UTOEBEZEZELLTWSIEMNFHRELYET,

1. InterSafe ICEWVWT[LRATLEE] > [RIREINHREMNTT LTS &

AD &Y. InterSafe IZF IL—TOBMYRAHNTET LTSI L

InterSafe IZEWT, TAILR Y VT L—ILOEENTET LTSI L

InterSafe EEEIY =2 7LD TC.ICAP V547> FTONTLM B OFREMNTETLTNWSZ &

A

NetCache [ZE WLV T, [Setup] > [DNS] > [Generall OFREMNET (AD H—/3 —E R L Domain IZ51) L TWL

52¢

@ LT, 4-2-3 FTOFRBAXICAP I 5472 MZDOWTORRBRAICHEY FT,

@ AETHEAL TLYS NetCahce ® OS [& Release 6.0.1 T, Release 6.0.1 &K YRID/NA—2 3 > & CHADIGE, BEGE
—EESHENTENFETA, FOITEILESL,

@ ICAP YV SA TV FDEBREICOVTIEEELRIET LD TIEHY EFRA. ICAP Y 54 72 FOFMICDEEL TIF ICAP

95472 bOYR—FRBOETEEVEDEIZELY,

4-2-1.ICAP H—/ 0

ICAP H—/\DHBFEIZDULVTIL, InterSafe EEEIT =2 T7IDIICAP YS5A4F7 Y FDOBREIZSRBLEBEEEITo>TLESELY,

4-2-2.NTLM DOE%5E

B FAqS42arbO—508%E

1) NetCache DEBEEZEE LF T, [Setup] 27 > [Authentication] > [NTLM and Kerberos] > [Domain
Controllers]l # 7&45 v LEY,
2) [NT4 Preferred DCs JIZ K A4 > hA—5 (ZZTIXADH—/N) DIP7 FLRZAAL., BEEFIZH %[Commit

Changes]:R2 > &9 1)y LET,
36

NetworkAppliance®

NetCache Appliance: SETUPZIKEGAY A ALSICO. JP:3132
Utilities \ Version: Mettpp Release 6.0.1P3

Y = Authentication - NTLM and Kerberos ® =
Enabled

» System Options on this page enable NTLM and Kerberos protocol support for access to the Microsoft

P Network Windows authentication environment.

P DataFabric Discovery

3 General Domain Controllers Join Domain Test Environment \
Transparency

P Administration )
ol
w Authentication NT4 Preferred DCs @

General 192, 168.1.1 ]
Groups
Appliance Users |

LDAP ﬂ
RADIUS

RSA SecurlD . B .
® MTLM and Kerberos NT4 Primary DC addresses {(overrides WINS) )

SSL Contexts
Cookie

} access Control
b HTTP =
P HTTPS

b ctn j j

Commit Ghanges
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3)

1)
2)

3)

4)

H NTLM ZRE DAzt

1)
2)
3)

2 4 > Ky E&RIZ TChanges Committed] MFRSANIEX. COBEBETITIEEEET T,

Join Domain &€

[Setup] # 7 > [Authentication] > [NTLM and Kerberos] > [Join Domain] 2 7%5 v o L&Y,

[Windows Domain Namel [Z AD H—/SERIL FA A & %A L. [Windows Machine Namel 12 NetCache @ >

Eai—428LB5ENDEMEANLET,
& 37

NetworkAppliance®

Data Maintenance m Utilities \

NetCache Appliance: SETUPZIKEGAYA ALSICO.JP:3132
Version: Mettpp Release 6.01F3

¥ Summary
Enabled

P} System

P Network

P DataFabric Discovery

P Transparency

P Administration

¥ Authentication
General
Groups
Appliance Users
LDAP
RADIUS
RSA SecurlD

® MTLW and Kerberos

SSL Contexts
Cookie

P Access Control

P HTTP

P HTTPS

b ctn

-

[]

Changes Committed

-

Authentication - NTLM and Kerberos @

Options on this page enable NTLM and Kerberos protocol support for access to the Microsoft
Windows authentication environment.

General Domain Controllers Test Environment \

Windows Domain Name @
ikegaya
Windows Machine Name @
[sETUPZ

WINS Server IP Addresses

! =

=

Commit Changes

BfE#AY A—)LEHE 5 & TAHIZ [Windows Administrator Credentials] & WSEEMNHY FTDT. UTOREE
ELET,
£ 11
HR#% BENE
User AD H—/:[Z Administrator #RD % % 1—H 4
Password Administrator #R D &H 5 1—HY D/IXT— F

=
ax

B FIZ#®% [Commit Changes] R2 V& L. 7«1 > K LERIC TChanges Committed] MFTREhhIE, ZOE
ETITS5EEFRET T,

[Generall 2 JIZ#%&1L [NTLM Enable] 2Fz v LZEY,
[NTLM-over-Basic Machine Name] [Z NetCache DAY E1—2&Z AN LTLEELY,

BE@Em T~I2%% [CommitChanges] % 1) vo L. W« > Ko LERIZ, TChanges Committed] AFRS (L, COME
ETIT2FEFET TS,
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38

NetworkAppliance®

NetCache Appliance: SETUPZ2IKEGAYAALSICO. JP:3132

Data Maintenance m vtilies % Version: MetApp Release 6.0.1P3

¥ Summary ~  Authentication - NTLM and Kerberos @ &
Enabled
» System Options on this page enable NTLM and Kerberos protocol support for access to the Microsoft
» Network Windows authentication ervironment.
} DataFabric Discovery
3 m Domain Controllers Join Domain Test Environment \
Transparency
P Administration )
)
¥ Authentication NIEM(Enable) A |
General [¥ Enahle MNTLM authentication with a Windows domain
Groups
Appliance Users | T e -
LDAP erneros tnahle @
RADIUS [~ Enable Kerberos authentication with 2 Windows domain
RSA SecurlD
@ NTLM and Kerberos .
a5l Contexts NTLM-over-Basic Machine Name @
Cookie |§ETUP2
P Access Control
» HTTP .
NTLM Cache @®
P HTTPS
b cn ﬂ ™ Re-1nze NTIM challenies for a fime tn redoce DC Inan ﬂ

Commit Changes

4-2-3.70 3 JLDEIR

1)  [Authentication] > [General] Z®EiR L. [Authenticate Client Requests Using These Protocols)] (233 —&EH 5.
REAARELZTOLANLITFIVILET,
2) EmETIZHS [Commit Changes] RE2 2%V 1w L. T4 Ko LEEIZ TChanges Committed] AR,
BEETITOEEEETTY .

39

NetworkAppliance®

NetCache Appliance: SETUPZ2IKEGAYAALSICO. JP:3132

Data Maintenance m Utilities % Version: MetApp Release 6.0.1P3

¥ Summary +| Authentication - General @ =
Enabled
» System Options on this page enable you to authenticate user requests for supported protocols, contral the
» Network order of authentication database access, and configure transparent proxy authentication.
P DataFabric Discovery i i . .
Authenticate Client Requests Using These Protocols @
P Transparency
} Administration [+ Require authentication for HTTP and HTTPS requests
¥ Authentication W Reguire authentication for HTTP CORMNECT tunneling requests
® General ¥ Reguire authentication for FTP requests
Groups ¥ Require authentication for Gopher requests
Appliance Users - ¥ Require authentication for MMTF requests
LDiAP equire authentication for streaming media requests
RADIUS
RSA SecurlD
MTLM and Kerberaos Authentication Checking Order @
SSL Contexts
Cookie o E;:! =
P Access Control 2 T =
¢ B i.A li L Datab: =
AAPPlTance User DataDase -
P HTTPS —
b cTn j j

Commit Changes

Copyright 2003 Alps System Integration Co., Ltd. All rights reserved.

34



[InterSafe WebFilter Ver6-7] ActiveDirectory & (&

4-2-4-51§$IE
NetCache TIIEEEE &L YRTENEREHRIT S ENTEET, ( [DATA] 247 > [ICAP1.0] > [Status] )
40

NetworkAppliance®

NetCache Appliance: SETUPZIKEGAYAALSLCO, JP:3132

Maintenance Setup Uiilities ‘ Version: Metdpp Release 6.0.1P3

( Help () NOW

P System Status =/ ICAP 1.0 - Status ® -
P System Configuration
3 Log Files lse this page to view the status of the ICAP Service Farms.

P authentication
P Access Control

P HTTP
P HTTPS farm.attribute_rame = NTLM_TEST
b FIP farm.vectoring_point = REGMOD_PRECACHE

farm. load_balancing_scheme = rr
b DuS farm bypass = of f
farm. consistency = weak

’ Gopher farm.enabled = of f
P wiccp zervices.total = 1
services.uninitialized = 0
P nnTP zervices.disabled = 0
P Streaming services.verified = 0
b zervices.down = 1
Tunneled Traffic services. removed = 0
P Takeover services.active = 0
connect jons. requested = 0
¥ ICAP 1.0 | connect jons.blocked = 1
® Status connect jons. refused = 10
connect jons.open = 0
P socks connect fons.closed = 0
P Hierarchies conncache.entries = 0
= ﬂ conncarhe-hit=s = 1 ﬂ

Don't Auto-Refresh - Refrash MNow

DR, RELE-HABNRBEN TGS, NetCache DBEHZITOETREERMSELENTEET ., (ADEHEIC
BWTIIDNS DERELHELETDT, CHLNDHABRERBMENTVEIANZEHREL TS )

NetCache OB #2Ei(d. NetCache MDEEEE & Y [Maintenance] # 7 > [System Control] > [Halt/Rebootls* 5. [Reboot
Appliancel D5 oA RE VICF vy # AN, [Submit] RZ 225 ) vy LET, BEBZR. RERNBHLEEVVE RS H
T=FEHEL TS,

4-2-5.Client D&E

Client D%E (FRBADRRIZ. Internet Explorer) (£, A =a—nN—&kY 48—k b+ T3] > TR > TLAN
DOHREWL)) OEIIVYILET, [TAXY H—n—] O#NIZHS TLAN I2T0FY $—N—%FAT DI OFz vy
RyYRZFzvIEAN T7 FLX(E):] [ NetCache D IP 7 KL R%E, [HR— (T):1 (= NetCahce THEE L TLVS HTTP
DEAFR—FEZAALTLLES,
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4-3.Squid% AL /=NTLME}#

C 2 Tl&. Squid & InterSafe for ICAP ZF VT, AD &E# L Single Sign On #XRI|T 5 ARICOVWTHBALET, GH. U
TOEHZEFELTWSIENRNIREGYFET,

1. InterSafe ICEWVWT[LRATLEE] > [RIREINHRENTT LTS &

AD H 5 InterSafe [T IL—TDBMYRAANETLTWND I &

InterSafe [TEWTI A LR Y VT L—ILOBRENET LTSI &

InterSafe EEEIY =2 7LD TC.ICAP V547> LTONTLM B OFREMNTTLTNSZ &

Squid 24 VX F—JILLTWSHY—/\H, RBEETHRATESIADD FAAS IZSMLTLVS Z &(Samba [TEE Sz
winbind %z & % I )

A

@ AETHEALTLS Squid D/A—2 3 UIE3.1.8 TF, Squid3.1.8 K YRTDA—L 3 v ECRADSE. BENENES
BENTEVETA, FHITESLIESL,

@ Squid(ICAP 7 5 A 7 > k)IZxths L T Ly InterSafe for ICAP /38— 3 > (& Ver7.0 KIETY,

@ Squid XU Samba DFEHMREICDLVTIEL, XEkO Web i EZE BB &0,

4-3-1.Squid DA YR k—JL

Squid € Y X b—ILEEDF T 3 V2DV TIE, InterSafe EEEHEY =270 ICAP Y5472 FDHREI 28RLEEE
ToTLEEE W, I42$. Squid T NTLM REEEREZ AT BIZIX. Squid 4 > R k—ILEE®D configure DA T 3 T
"--enable-auth="ntim"ZEML T 2Ly,

B Squid 1 VX b—)LEFDEITA
# ./configure --enable-icap-client \
--enable-auth="ntIm"
# make

# make install

4-3-2.Squid DER5E
Squid DEEFE 7 7 4 JL(squid.conf)ZFREEERE & ICAP BN EFRR LET,

W squid.conf O &H4
# Squid D FREEERE B
auth_param ntim program /usr/bin/ntim_auth --helper-protocol=squid-2.5-ntimssp
auth_param ntim children 5
acl AuthorizedUsers proxy_auth REQUIRED

http_access allow all AuthorizedUsers

# ICAP E#EEL TE I

icap_enable on

icap_service service_1 reqmod_precache bypass=off icap://<InterSafe +—/\ IP>:1344
adaptation_service_set service_set_1 service_1

adaptation_access service_set_1 allow all

icap_send_client_ip on

icap_send_client_username on

icap_client_username_header X-Authenticated-User

icap_client_username_encode on
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Client D%E (FREAMRR (L. Internet Explorer) (£, A =a—nN—&kY 48—y b+ T a>] > TR > TLAN
OHEWL)) OEIVYILET, [TAXY H—n—] O#NIZHS TLAN I2TFAFY $—nN—%2FAT DI OFz vy
Ry RIZFTvHEAN T7 ELR(E) I2Squid D IP 7 LR &, THR— K(T): IZ Squid THEE L T3 HTTP D=4+
R—rZADLTLIEEL,
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[InterSafe WebFilter Ver6-7] ActiveDirectory & & f#

2015498 #54k
ER/ AT/ B FIWVTRVRTLL VT L—Y 3 VR eH
T145-0067 RRERFABAHREAKIZFH 1-7
KEBHESNTLIRUAS L UVERAT. BHOBEEFEDL L FEEHIZETT,

- REONBIIFRFELGLICERETHZENHYFET,
AEORBRDO—E, FEEMERMTER. HHVIEEI S LEHELFT,
- REONBRICDVTEALEHA L THERBLELEDN, B—RHEICKRYOTELERNHY F LS TEMCEZEL,
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