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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

3-5.;x8 =1\

AD £ DEEITE T AD DERICEELH - -HE. ULTOLILRITEFELTLLLEL,

B AD [I2Ta—HYDEMOCHIER, FEROO0U PEXa) FAIN—FIi2—FEBELEIES
AD M5 ISWF [CaA—H &KL TL515E
AD DERICEDLE TISWF ITEBERINATWEL—FEFHTHIIL—T~BIT, HIRTILELHY ET,

AD M5 ISWF [2a—HZ#EEHF L TLVELEE
BICEREIRELEEA,

B ADICTOUNEF) T4 INL—THBEISNIIBE
LDAP F'IL—THEARXN [—FDODNA ST IL—TEBEHEET S]] DES
[LDAP H—/ SR FE1EmE (K 3-2) FIZ$HD. [ » EEFERFHIO[EHIRILEIYVILET,

LDAP JIL—THREARD [(FL—THBICA—FHMHEHEIEET 2] 0BG
RO ISWF DI IL—TOMEBEFHZEERET 5. £ LK, ISWFISHL—TE2HRER LIBEEHEHTE
LFET,

® BEFDIIL—TEISWFIZHED=H., FHTHIRT 2LELNHY ET,

B ADICTOUNHEFal)FadL—ThEllRENI-IES
ISWFil£ AD ICEDLETFETIIL—T#EIBRTI2LENHY FT,

3-5-2.NTLM i KA A OFRBNMDHI SA TV FEDEE

NTLM BBEEBFIZ R Y R T—TRIZ R AL VRBMDY SA T2 bAFEELEHEE, EQOLSITRAETHMTDOVTHHALE
ER

B AD CRADI—YHHFEET HEE
Windows [CAY A ¥ LIzA—HFERLBRDI—HMNAD ICHEHET BEE. FAAVFISMTH> CHRIANTRETT .
BHDOAD EEHELTWBIESIE, TIHILEFAAUTHEELTWASADICWindows 2B F A v Lfca—HERLC—H
PEETNIERELALETT,

B REB1L—YVZEHATS
LDAP SEH#EF(NTLM SBEE 2 & 8). ISWF OO —HILIZEBEIA TR THAD Y FE ADIZEBREINTLETHY Y S

BHLGTAI U FELTHRON, REFIL—HELTRI CENTEEY, F. RBEFIL—VRICTAILEI VT IL—
IWEBRAYT B ENTRETT .
REBHFI—YOREFEIE 3-1 28FI1C [RBHEI—YHREI OF v I ZHFBITLTILEEL,

B IP7 FLRBRZFATSEE
IP7 RLRBEIETAD Y FBIEEK Y RICTOND D, FAL VIZTTBMTH>TEHLFHEHRLTHEWZIP7FLRT
FEEEN, TALBY VT L—ILEBRT B ENARETT,
IP7 FLRADBMAZEIX. InterSafe WebFilter DEBE I 170D [3-4. 1 —FDEFRLEE] 28BN,
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

3-5-3. [NTLM z25E] Z2FIAd 585

NTLM ERBEEBF(E. LDAP EHEDT-HOBRFEFH T, 7HV Y b%& IsAMAccountName] [TERE L TLFZE LY,
BREFHETTHAOU bE T ITRELTWSES, ELLTHAVY MPRRENFER A,
BREICESTIENTIMBIELSEZICBELEMES., ISWFOUTHEI 7 ILERELTT S,
J<ISWF 4 > X ~—JL Z 7 /L 5> /cont/proxy.inf

[LDAP]

ENABLE_NTLM_KEEPALIVE=FALSE (2@ 1{T%BELTTFLY)
*BEZITISWFOY—EXEZLTHEEHLTTSIL,

3-5-4. [XaUT14 70— ZHEEHICRIAT SHE

AD 2 —H0TANRTAIZT, [IBTAINL—T12TOEXa )T TL—T%#[TFA4VITIL—TORE]HZET D L.
TXAYTFAIN—TOL—FHHEHETHS ImemberOf] BHEDEAEIBREATLES <. AD BIDLEI—H(E ISWF
ETIE TLDAP] JIL—T0a1—4 L LTREINET,

3-5-5.ISWF THEATELZ L VaT U F

LDAP i#E#mh, ISWF DY Y FTHEATELZLAY Y FEUTORY TY,

amsaccount

3-5-6.AD @ 1000 L E D1 —45% ISWF OZETHRAT 554

ISWF [ZT Active Directory (AD) E#% 4T 5K, ADIZ 1000 Ll EDI—HAEET HHEEICIE. UTD & 5 BREELSFKE
TEHCENBYES,

QT N—THEARE T2—FODNALSTL—THREEHET 51 (T, BEFREHZ LK. 1000 £UBEOLI—Y D
B OU A ISWFRID Y IL—T & LT ENFERA, JIL—THMERENAENEZD OU ICFTET 21— HIEFREEIC KM L
FY. XTL—THEFRXN [TL—TEBITA—TREEHEZERET S O HEETHRLLEEA

QEBEEMD[H—/NEE]-[RIHXT]-[LDAP 4 —/\FEH~] (%) OREHFI—HIZ. 1000 b5 D1—H LHARTINTIC
InterSafe WebFilter IZ1— A& HFTELL,

XVer7.0 £TIE. [P R T LEE]-[FREEE]-[LDAP RIHAFZEAN]TY .

KIN—THEARDS [2—HFODNIMSTL—TREEHET S [JTIL—TEBICI—THLEEHERET S OELD
THI—YN FIBRTHIIL—THISWFICT TIZYIN—TELTHET HHEF. REFI—HFITRRIATOESTHR
FEEAIRET Y,

ETRENOLETIE, ISWFAD AD IZH LY T —ARTEShETH. ZOBRAD BIDKE (MaxPageSize) &YV T!)—
DEAD 1000 HDHA ISWF [TIRZ T2, LROBRHNFELELET,
CHODBERERMBS HHEF. FTRNO2OA/HYFET.

H %0 1:ISWF ) OVER_MAXPAGESIZE=TRUE %8&%E3 5. (Ver5.0 LIf%) (DD*H4L)
ISWFDOUTORE I 7/ ILERELTTELY,
J<ISWF 4 > X F—JL Z 7 /L 5">/cont/proxy.inf
[LDAP]
OVER_MAXPAGESIZE=TRUE (Z® 1{TZ#BELTTFELY)
* BREREISWFOLTOH—EREBRELTTSLY,
* OVER_MAXPAGESIZE=TRUE M54 . LDAP AR EEHEIEFERTICHY ET.
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

® ZEICLYLUTOHEENHYET.
EREREHET R I —FORERCEDLOIRRN—RETLETOOU £ )L—TFELTHERLET,
(FALSE DI5& (S, BMEA—RETDOUDAH, 1—HFHFHEL TS 0UEFEITL—TE LTHERLET.)
- [U—N\EE]-[FRIEHRE]-[LDAP H—N\EHN]OBEEAFERT (U I HEM) SHYET,
(Ver8.0 Build0820 I=T. IE7. IE9 TERRICHELBVNERMNHESNTHEYFT .
COBREFLUBEDA—D 3 VTEESATHET,)

ChoDEEEEZ - RWMEAIR., F0D2ETHRIACESL,
B %® 2: AD ® MaxPagesize 2EE 7T %, (DQHEDX)

1) ADH—NIZT. 77/ BZEEELTEIT] FYTFELIAVYY FERTLET,
NTDSUTIL

2) LRV FRETE®Z. Do EONEBHLELES, FEE3ID2DIATY REIERAALTLESLY,
G ¥WINNT¥system32¥ntdsutil. exe: LDAP policies

Idap policy: Connections
server connections: Connect to Server -RX k4%

3) QuitavwrF#AANLI#%. Show Values a7 > FCIREDEEHER L TS,

[MaxPageSize] N—EICRGTESETT,

server connections: quit
Idap policy: show values

MaxActiveQueries
MaxPageSize
MaxQueryDuration

4) Set Maxpagesize to 1Y > KT, MaxPageSize DIEZZE L. TEL-EZRBREEET., (I 8000)
Idap policy: Set Maxpagesize to 8000

Idap policy: Commit Changes

5) ENEEIAENMESIHIHERELET.

|dap poI icy: show values

MaxActiveQueries 20

MaxPageSize 8000

MaxQueryDuration 120
_______________ B
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

3-5-7.488 0 AD = &5 T 555

ISWF [ZIE AD H—/\DEHEZAATRETTH. TREEFISSVERA. BROAD Z2EHLTH, BTEHRIE (EHST)
ICEVEDHLEZETVET, BLEDLELED AD Y—N\ORKREICE>TIE, BENFEET HHENSITVET,
3-12 NTLM §8EE T,

THOSTO1] &LY5 NetBIOS KA A V&M AD H—/\% 2 8&HHF L TS

Sa2=oEd ~ | SATOCIEN - | TR .

MR ~ | - TR -

REEEN ~ | OUEN -

=g >

LDAPH—/iRE @

e ZERE~ »LDAPZ -+ EE~

B LDAPH —r R

1BHOBWEDLEL
* NetBIOSE 2420 5 IFFFL 2 /%25
RS C oMM _ _ _  Dowmbopos
& ForalbEafs Co T T T e DCemmyyzz Dmco DCg 4 o
P TEARITTITIITRL SRS -
> B s 2EAOMLAhEE \
awamme
s [ 5w =] = =]
P
ABMEES | BN

B FWEDHEED AD A5 2 LTWIBED ISWF DEIE

AL By

BLEhEED AD H—/% (05) BIRIFEBLTEY. R— +(389,445)H% LISTEN L TLIALVKEE,
—BEIEICHERRR E KL, 2 BB LUREO AD Y— /I ~AERZTLVET,

-N2—VB

BULEHE5%DAD H—/\ (0S) BIRIFIREILTH Y. R— F(389,445)A% LISTEN L TL BN, IEEMELVKEE, £ L<
IXEIR OFF DiK7E,

—0S RINZEE) (TCPHEAE) OREIZL Y, HECHVADERKRLFHEShEEA, —EHERBR, 2EBU
D AD H— IR ETVET . K& HIET S8R S OS ITKRELET

® NI—UBDRELLEHEEF, UWTOHETHEIBZIT>TLESLY,

1. ISWF O BEEBEED[H—/\EE]>[LDAP H—/N\FZE]=TH > L1z AD —/N\ZHIKT %,
2ISWF D&Y —EXDBEEEZITS,

3.AD H—/\HNEIE L=, ISWF OEEETmO[Y—/\EE]>[LDAP H—/\FZE]IZTAD H—N\ZBEHRT 5,
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

4.ICAP [RIZH (5 ERAH

C CTlE. ICAP iR ISWF & AD & DEERHE L. AD BEDIERICOVTHBEALET.
TEH. ICAPKRTIZICAP 2 547 2 AT NTLM BBSEZ 1T O L EAH Y . ISWF TIZZDFRELFE#ZTIC BASICZREE #1751

KRIZE-2TBYET,

4-1.BlueCoatzAW\f=L VT I A oF >

Z C Tl BlueCoat SG OS & ISWF for ICAP ZFLNT, AD EBEL S VU LY A A U (SSO)EERT 2 A EIT DN THA
LET. BB, UTOFRGEHELTVSEMNFMREGYET,

1. ISWFIZEWT[H—NEE] > FEAREIORENTTLTNS I &

LA

AD 15 ISWF IZFIL—T OB YAHMNET LTSI &

ISWFIZSEWTZALEY VT L—LOBRENTETLTNE I E

InterSafe WebFilter DEBEE Y =2 7L OfF§k [C. ICAP ¥ 547> FTHNTLM FREEI OFEMNTET LTSI E
BlueCoat [ZHLVT [Network] M. BV, [Authentication] > [Console Access] DBREMNET LTSI &

LA, T4-1-4.BCAAA DA R b—)L] ETHHRBARZICAP I 547 2 M DOWTOHRAICHEY ET,

® KRETHHEALTLS BlueCoat @ OS (& SGOS5.4.6.1 TY, SG0S5.4.6.1 LYRID/N—2 3 0% CFIADEE, BELE
—EESHENTESVETA, FHITHESIESL,

® ICAPUSATYRDBREICDODVTIEEMELRIET H5HDTIISHY FHA. ICAPY 547> FDF#MIZDEEL TILICAP
V94T bOYR—FEOETEBOEDECESL,

4-1-1.ICAP Y —/\DE&E

RELIEHR % ICAP H—/\[CERk T 518, ICAP Y—ERBREF AT RYVBEETEH T a vEREDREFTo>TLEELY,
(ICAP 4 —/\D/EI DL TIE. InterSafe WebFilter DEEET =27 L®D 1-5.ICAP #5472 hOBREI £8BLEE

ZIT2TLESLY, )

=5
EHE4A HEME /| BHERNE
Server URL icap://<ISWF H—/S® IP 7 K L A >:<ICAP /R— >/

ICAP R— FFT T4 )L ME(1344) DI EAKFTRET T .

Method supported

Orequest modification #&IRLET .

Send

OAuthenticated user, CAuthenticated groups I[CF T v 9 ZANET,

Copyright 2003 Alps System Integration Co., Ltd. All rights reserved.
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

SRR TE

1)
2)

3)

BlueCoat M EEEE & Y [Authentication] > [IWAl Z:&ERL[New]RE2 xS Y wH LET,

[Realm name] [Primary server host] MIBE#AAL. [OKIRZ V&0 U v LET,
4-1

Add IWA Realm 3

Reaim name: |NTLM |
Realm Configt
Primary server host: | 192 168+ | Port (16101 |

Other realm configuration parameters have been set to default values.

'
&6
EHEHA S
Realm name EEDOAT
Primary server host AD DA VR P—ILENTWVWBHY—/DIP7 FLX
[ApplylRE2 > &S 1)y o LT, REERBMSEET,
4-2
Configuration Maintenance Statistics Health: O
@ General Ml DA Realms ] Tid Servers ] Iy General ]
@ Network
@ ADN r Dwd Realms
@ Services MEqEs
@ S5G Client
@ SSL

@ Proxy Settings
@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication
Console Access
Realms
L
Windows S50
LDAP
Movell 350
RADILS
Lacal e ] [ Delete
Cettificate
CA eTrust SiteMinder
Oracle COREid
ML
Folicy Substitution ’
Sequences

Preswigum H Apply ][ Revert ” Help ]

[4]
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

4-1-3.Policy DEXE

BlueCoat @ [Visual Policy Manager] (LA R, VPM &B&LET) ZFAL T Policy DREZITVET,
1) BlueCoat D EEE®EL Y. [Policy] > [Visual Policy Manager] %##iRL. [Launch]|R2>%2 ) vo LET,

4-3
Configuration Maintenance Statistics Health: Qi<
@ General Visual Policy Manager l
@ Network Vizual Palicy Manager
@ ADN
@ Services
@ SG Client
@ SSL

@ Proxy Settings
@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication
@ External Services |
@ Fonwarding
@ Health Checks
@ Access Logying
@ Policy

Policy Options

Palicy Files

* Yisual Paolicy Manager
Exceptions

Prewicm H Apply H Revert ” Help

2) VPMOFEEBEHNEELET,
4-4

&3 Blue Coat Visual Policy Manager (1BMEmENT 108 — Blue Coat SG510 Series) |'._||E|E|
Fie Edit Policy Configuraton View Help
% Add Rule =5 Delete Rule 4+ Move Up + Wove Down EB: install Policy

l&mmmmm—- =i

B [Web Access Layer] DO&5E
Z Z Tl BlueCoat TWeb 77 2R F BBDIL—ILERELET,
1) VPM®DOA=a—&Y [Policy] > [Add Web Access Layer] Z&IRLET,

2) FAdd New Layer] T lLayer Namel ZAAL[TEIR2 &0 U v LET,
4-5

Add New Layer

Layer Name:
fie Acoess Layer (1) |

[ 7% || mm. |
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

3) fEmE&hit=Layer ® lSource] MIBIZTHSZ U vH L., ISety #BIRLFET,
4)  [Set Source Object] M[New] RZ U EH 1) v o LRRFEND—EDHAS Object #BIRLFET,
OB, RAOHRENMELZDI—FThHNIEL. TUser] #FIRL. FIL—THRETHNIE TGroups #BIRLET,

ZCZTIl&. TGroupl #ZIRLTHBALET,
4-6

I3 Set Source Object
Existing Source Objects

Show: | Al (sort by object-name) vl

€] Authenticated User

BR Client Hostname Unavailable
ﬁ Guest User

"% 1M User Agent Unsupported
=l Streaming Client

Client IP Address/Subnet...
Client Hostname.. j
Praxy IP Address/Port...

User...
LDAP Attribute...

5)  [Add Group Object] [ZTHIL—TDHREETVET,

4-7

I3 Add Group Object X
Group: | |
Authentication Realm: | NTLM (IWA) ]
Domain Name (Optional): | v|
Full Name: | |

In the domain name field, selecta DN from the pick list. You can also edit a DN from the listor
type a DN in the field. In the group field, replace the default entry with a name for the group
(such as, sales).

Realm information retrieved successfully.

OK ][ Cancel Help
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

&7
HEA REE
Group Directory 1248 &N TUL T, BlueCoat IZTERIIDMEE L=V IL—TEEA
ALFET, X1
Authentication Realm P.20 T4-1-2.FBREER%E ] [T TERE L = Realm Z:#IRLET,
Domain Name (Optional) FASBZAALET, X1

® X1 ChonEBIK[Browse.]R2 &V vy 352 ET. HENOBRANTSHZLELETEET,
@ NEELBZTIL—THERFEETIBEICIE.VPMDAA VT4 FODEERICHBH[AddRUle]REZ V&S Y v o T D&,
H-B I —TE2&HETHENTRETT .
6) JIL—TEHRE®R. [OKIREZ2EI UV I LES,
7)  [Set Source Object] M—E ISR 4ER L 1= Group Object MEMENET DT, BIRLTCOKIAKRZ V2 v o LE

I3 Set Source Object
Existing Source Objects

Show: | All (sort by object-name) v

£ nuthenticated User

BR Client Hostname Unavailable
ﬁ Guest User

"B M User Agent Unsupported

TE8 NTLM/ i i i il
= Streaming Client

[ gemoe ]

IOKHW] Help

8) RIc TAction] MIEIZTHEY v L. lSety #FIRLFT,
4-9

& Blue Coat Visual Policy Manager (11 F1[1 114 - Blue Coat 8G510 Series) [ |[B][X]
Fie Edt Poicy Configuration View Help

% Add Rule =5 Delete Rule 4 Move Up + Move Down EB install Policy
Web Access Layer (1) |
No.  Source Drestination Service Time Action Track Comment
168 NTLM [Any Any \any L vione !
Allow
Deny
Deny (Content Filtter)
Delete

|'settings retrieved from SG Appliance il Fx i s
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

9)  [Set Action Object)] @ [Show] T 'Set ICAP Request Service Objects] #32#iR L £9 . —E D[ [ICAPRequestService
MNEWNEE, [NewlRE2 U EI Y VI LRRSNDE—EDOHMN S [Set ICAP Request Service...] %R L# L L) Object
ZERLET . 9 TIC—EIC TICAPRequestService] hidp 535 & 1%, TICAPRequestService] #:EIREL[Edit] R4 V&4
Vw2 LEYT,

I3 Set Action Object
Existing Action Objects

Show: | Set ICAP Reguest Service Objects w |

10
T
"

Im

10) ICAP H—/ \DEREZETLN, [OK] RE V&I UV I LETS,

4-11
£ Add ICAP Request Service Object 3
T |IcAPRequestServicet |

() Use ICAP request service

rSecure ICAP Mode

@' If available use secure ICAP connections for encrypted requests
Oﬂmysusesmelwm

() Atways use plain ICAP connections

Available services: Selected failover sequence:
intersafe

rError handling
If the ICAP service is not available:

(%) Deny the client request (recommended)

OCmmmﬁﬂHIWrmtmsm

O Do not use any ICAP request service

[1 ICAP request services configured on SG |

ok ][ comee
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

=8
HE4 BREAR
Name ICAP Request Service Object D& BIZ AN LET,
Use ICAP request service | P.19 M4-1-1.ICAP H-—/\D&E | TYERL L1z ICAP H—N\ZZEIR L. [Add >>] K2 v %
JUvILET,
Error handling ICAP Request ST S5 —IZH - =IGEDY VT A FOMEBAKZEIRLET,

ODeny the client request (recommended)
D934TV MIIS—ERERTL, 1 08—y bARERTEELEA.
OContinue without further ICAP request processing
ICAPH—NIZYJ IR FERZELEWNT, TOEFM 08—y bAERLET,
(ISWF B HlZIThhEE A, )

11)  [Set Adtion Object] M—EIZ5EF24ER L 1= ICAP Request Service ASEBMESNET DT, BIRL TOKIKRZ V&5 U v

JLET,
4-12

I3 Set Action Object

Existing Action Objects
Show: |Se't|CAPHﬂ:p.|estSewiceOhjecui v|
& iIcAPRequestservicet

W BRERRE
C CZ Tl FBEED Policy ZRELE T,
1) VPM®DA=a—&Y [Policy] > [Add Web Authentication Layer] Z&{RLET,

2) [Add New Layer] T lLayer Namel ZAAL[TEIR2 &0V v LET,
4-13

Add New Layer

Layer Name:
\Web Authentication Layer (1) |

% | mmL |
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

3) fEmiEht=Layer ® TAction] MEIZTHY Jwo L, ISet] &&RLET,

4-14
I3 Blue Coat Visual Policy Manager (1M IBEFE 108 — Blue Coat SG510 Series) |:||E|E|
File Edit Policy Configuration View Help
‘ i Add Ruile “ = Delete Rule || 4+ Move Up H ¥ Move Down H BB Install Policy ‘
Web Access Layer (1) Web Authenfication Layer (1) |
No. | Source Destination Action Track Comment
ey oy Mﬁ |
Gopy
|/settings retrieved from SG Appliance &~ 4 |« Paste

4)  [Set Action Object] @ [ShowJ] T TAuthenticate Objects] %#EIRLFI ., —EDHIZ MAuthenticate] MNEELMGA.
[NewlR&2 &9 ) vy LRRENZ—EDhM 5 lAuthenticate] %R LH L L) Object #ER L E T,

3§ TIZ—EIZ TAuthenticate] M$H 3B &1L, lAuthenticatel ZBIRE[Edit]R2 22U v 2 LET,
4-15

I3 Set Action Object
Existing Action Objects

Show: | Authenticate Objects v
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

5) Authenticate Object D& FEZ1TLY. [OK]RE2VEH Uv Y LET,

4-16

03 Add Authenticate Object X
Name: |.|u1ﬂ|a|h|::a' te1 |
Realm: Lrvows B9
Mode: | Auto v|

Authentication Form:
New PIN Form:

Query Form:

|Reﬂn information retrieved successfully . |

Lok [ come | [ e |
®9
EHEA HENE
Name Authenticate Object D&FIZA DL ET,
Realm P.20 M4-1-2 3B3FE% %] TR L= NTLMBZEZZERL T,

6)  [Set Adtion Object] ®—E&(=%F24E /K L 1= Authenticate Object ABIIENZET DT, BIRL TOKIRZ v EH U v

LES,
4-17

I3 Set Action Object

Existing Action Objects
Show: | Authenticate Objects v|

==

| ok || canca | Help
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

BRENELTET L&, 21V FOEBALRREIIRT V1 > FODAELDAIZSH B[Install Policy] R % v &

7) VPMIZ&?
JY)vo L, RERBERBIE TS,
4-18

EEX

&3 Blue Coat Visual Policy Manager (10.10.121.131 — Blue Coat SG510 Series)

Any P Authenticate None |

|/settings retrieved from SG Appliance 10.15.31.166

4-1-4.BCAAADA VX b—Ib

BCAAA & 4 Blue Coat Authentication and Authorization Agent1 D& TF, NTLM FBEEZER|T 5 7=HIZ(& AD H—/31Z BCAAA

FAVRM—LTERENHY FF, BCAAA (& BlueCoat tt & YIRS TULVET,

4-1-5.Client D& E
> Tkl > TLAN

Client DERE (RBADX KL, Internet Explorer) (&, A —a—/—&kY T4 V8 —Ry kAT a )
DEFE] 9V I LET, [TO0XY H——] OBREIZHS TLAN (2T0FS y—N_—%FAT S OFzvI KRy
HRIZFzyHEAN T7RELR] IZ, BlueCoat ®IP 7 KL X%, [/R— k] [Z. BlueCoat THE L TLVS HTTP D Z 44K

—FEAALTLES Y,
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[InterSafe WebFilter Ver8 Ver9] ActiveDirectory & o5&

4-2.SquidZRAW =L TS M oF Y

C CTI&. Squid & ISWF for ICAP ZFALNT, AD &EBIEL S VU LY A A U (SSO)EERRT B AEXICDOVWTHALET., &
B. LTOFHEBE LTSI ENFRELGYFET,

1. ISWFIZBEWT[H—NEHEH] > [RIAREIORENATTLTNSI L

AD D5 ISWF [ZHIL—T DR Y RAHNET LTSI &

ISWFIZSEWTZA4LEY VT L—LOBRENTETLTNEZ L

InterSafe WebFilter D EEE T =2 7LDtk [C.ICAP 2 547> FTONTLM 5l ORENETLTWNS &
Squid 24 VR F—J)LLTWSY—/n\H, BIETHATLIADD FA AL UIZSMLTLVS Z &(Samba [TRES iz
winbind % £ & FI )

v W

® AETHERALTLSSquidD/N—232(E3.1.8TY, Squid 3.1.8 KYRID/NA—> 30 ZFIADEE. RERNBIES
BENTEVETH, FOHITESESL,

@® Squid(ICAP U 541 7 > R)IZxths L TULVS ISWF for ICAP D/N— 3 I Ver7.0 LIE T,

® Squid XU Samba DFFMIEREICDLNTIE, XEO Web 2 EEX TS 2L,

4-2-1.Squid D1 VX k=)L

Squid T NTLM EBiE#4aEZ A= T B Il Squid 4 » R b—JLEE®D configure M# 72 3 > T"--enable-auth="ntim" % &40 L
TLEELY, (Squid 4 YR F—ILEEDA T2 3 VIZDUVTIX, InterSafe WebFilter D EEEI =1 7LD 1-5. ICAP ¥ 54
FUrDEE] ZBBLEBEEET>TLEIL, )

B Squid £ > X b—)LEDRTHI
# ./configure --enable-icap-client [J
--enable-auth="ntim"
# make

# make install

4-2-2.Squid DHE

Squid MEETE 7 7 4 JL(squid.conf)IZFREEER E & ICAP EEDFJREZ BB LFET,

W squid.conf DK A
# Squid D FEELER EHI
auth_param ntlm program /usr/bin/ntim_auth --helper-protocol=squid-2.5-ntimssp
auth_param ntlm children 5
acl AuthorizedUsers proxy_auth REQUIRED

http_access allow all AuthorizedUsers

# ICAP EHEEL TEHI

icap_enable on

icap_service service_1 reqmod_precache 0 icap://<ISWF H—/\ IP>:1344
adaptation_service_set service_set_1 service_1

adaptation_access service_set_1 allow all

icap_send_client_ip on

icap_send_client_username on

icap_client_username_header X-Authenticated-User

icap_client_username_encode on
Copyright 2003 Alps System Integration Co., Ltd. All rights reserved.
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4-2-3.Client D& E

Client DFBFE (GREADMRIL, Internet Explorer) (&, A =a—nN—&Y T4 28 —%y A+ T3] > TH#E > TLAN
DHREI OEVIYYILET, 170X H—/1—] OBNIZHD TLAN [2TAFY —N—%FHETH] OF v IR
YORIZFI VI EANTTRFLRIIZSqUd DIP7 KLR%E, TR— k1 (2Squid TIEEL TWLWS HTTP OZfFR— & A
ALTLEEL,
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[InterSafe WebFilter Ver8 Ver9] Active Directory & MiE#

201928 E54k
e/ AT/ E TFIVNTRVRTFLAL T L—Ya vkt
T145-0067 RRHKHEEXEAKIZE 1-7
KEBBEINTVIEHABLUERAE., ZFHOBEESL L FEEHIETT,

CAEONBREFEFELGLIZEESTHEAHYFET,
AEOABRDO—E, FEEEMEEMTER. HHIVIEEITHLEELFTT,
AREORRICDVTREALEH L THERBLELEDN, B—RBICRYOTELARAHY ELEL CERCEEL,
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